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INTRODUCTION

» Cyberbullying vs Cyberaggression

» Data Cyberaggression: (lWit(lg’lﬂm
Intentionally harm a

person on digital media

» 2,218 Instagram images with comments,

» with labels of

Cyberbullying:
» Image content (Person, dog, etc.) 1.Repeatedly @ Cyberbullying

. . 2.Hard to defend @ Non-cyberbulling
» Whether there is cyberbullying/

cyberaggression considering all
comments

69.617%

[1] Hosseinmardi, Homa, et al. "Detection of cyberbullying incidents on the instagram social network." arXiv preprint arXiv:1503.03909 (2015).
[2] Hosseinmardi, Homa, et al. "Prediction of cyberbullying incidents in a media-based social network." Proceedings of the 2016 IEEE/ACM International
Conference on Advances in Social Networks Analysis and Mining. IEEE Press, 2016.



RQ1: IMAGE LABEL TO DETECT CYBERBULLYING?




IMAGE LABEL T0 DETECT CYBER BULLYING?

» Supervised learning predicting cyberbullying using image label:

» “Certain image contents such as drug are strongly related with cyberbulllying,
while some other image contents such as bike, food, etc. have a very low
relationship with cyberbullying.” (Hosseinmardi et al. 2015)

» Various method: Linear Regression, kNN, SVM, Random Forest, etc., and Random
Forest is the best! Random Forest Result

Accuracy 0.6
95% CI (0.5485, 0.65)
Kappa 0.1935
P-Value (Acc>NIR) 0.001104
Mcnemar's Test P-Value 0.017892

Hosseinmardi, Homa, et al. "Analyzing labeled cyberbullying incidents on the Instagram social network." International Conference on Social Informatics. Springer, Cham, 2015.



IMAGE LABEL TO DETECT CYBER BULLYING?
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» Improve with Al object recognition
» DeepMask
» SharpMask
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Facebook is giving away the software it uses to
understand objects in photos

DeepMask and SharpMask are now open source
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RQ2: CYBERBULLYING MORE OFTEN IN
CERTAIN IMAGE CLUSTER?
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CYBERBULLYING MORE OFTEN IN CERTAIN IMAGE CLUSTER?

» Bipartite network of image and
words in comments

» Likelihood ratio test:
v (14) = 258.61, p < .001

. 53% bullying
B 47% bullying
B % bullying
B 3% bullying
B 32% bullying
L 25% bullying

W 16% bullying
B 10% bullying




RA3: PROMINENT TOPICS UNDER CYBERBULLYING THREAD?




STRUCTURAL TOPIC MODELING RESULTS
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Topic Prevalence Differences in Bullying vs. Non-bullying Commentary
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RQ4: SENTIMENT TREND OF CYBERBULLYING THREAD




SENTIMENT TREND OF CYBERBULLYING/NONCYBERBULLYING THREAD

» VADER (Valence Aware Dictionary and sEntiment Reasoner) sentiment analysis on

comments

» Using the “compound score” to represent positiveness/negativeness

» Analyze average sentiment trend for bullying conversations and non-bullying
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el 0.10 - — zulliinl? |
] ~ Nonbullying
0.75 " v 010-
o o
050 1 & 0.05 - A
= £ 005 -
- L Q
0.25 £ E
G I= =
5 000 - § 000 5 000 -
-0.25 - ‘g’ ‘g’ -
o S —0.05 -
~0.50 - a —0.05 - S
S S
-0.75 1 —— Bullying —-0.10 A
~1.00 - —0.10 1 —— Nonbullying
Bully Non-bully 0 20 40 60 80 100 120 0 20 40 60 80 100 120
Flag Comment Index Comment Index

All 40% + negative words



RA9: BYSTANDER SUPPORTIVE MESSAGES




BYSTANDER SUPPORTIVE MESSAGES

» Comments posted by bystanders after the initial bullying comment to express support
for the bullied or counter bullying posters.

» Randomly selected 100 images labeled cyberbullying: 71.0% has supportive messages.

Categories of Supportive Messages (n=71)

Counter bullying

TP e and support N7 T ttacked the bullyer with
Wl eJelelgd  cffirmed love and fold the bullied aueicticfnin estZte):;:‘t/; or
CYV[o Iy support for the not to listen to :'Iemindin gthem of bein
bullied one the aggressor polite ° °

“if u don't agree with someone be
polite when u have an argument causes
that is seriously way to far over the
top"

¢¢ ¢ s » o .
Amazing picture! “Don't listen to the haters, listen to

“Both of u r so beautiful” your fans!



FUTURE WORK

» Causal inference
» Impacts of image/comment-level features?
» Would bystander intervention improve the victim’s mental well-being?

» Sentiment analyses

» Sensitive to slangs? m
>
» Formal time series analysis KEEP

» [ntervention CALM
AND

» Platform: automatic detection algorithm

STOP CYBER
BULLYING

» Individuals: online media literacy

» Online community: collective interventions



Detection of Cyberbullying Incidents on the Instagram Social Network
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Abstract
2016 IEEE/ACM International Conference on Advances in Social Networks Analysis and Mining (ASONAM)

Cyberbullying is a growing problem affecting more than
half of all American teens. The main goal of this paper
is to investigate fundamentally new approaches to un-
derstand and automatically detect incidents of cyberbul-

ying vt imge i g, e i Prediction of Cyberbullying Incidents in a

social network. To this end, we have collected a sam-
ple Instagram data set consisting of images and their

‘ gneda labling sudy | 1a-based Social N k
T el o o e Media-based Social Networ
belers at the crowd-sourced Crowdflower Web site. An
analysis of the labeled data is then presented, including
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Analyzing Labeled Cyberbullying Incidents
on the Instagram Social Network

AL

computational resources more efficiently to focus on the most
likely discussions that may be prone to cyberbullying, then this
can substantially reduce the cost of cyberbullying detection.
Cyberbullying prediction provides the ability to estimate in
advance those users or media sessions whose discussions may
result in cyberbullying. Therefore, we can efficiently focus
our computational resources on these most vulnerable users or
media sessions, rather than applying a brute force classification
approach to all comments.

Cyberbullying prediction is further useful for identifying
in advance users who may be the most vulnerable victims
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Abstract. Cyberbullying is a growing problem affecting more than half
of all American teens. The main goal of this paper is to study labeled
cyberbullying incidents in the Instagram social network. In this work, we
have collected a sample data set consisting of Instagram images and their
associated comments. We then designed a labeling study and employed
human contributors at the crowd-sourced CrowdFlower website to label
these media sessions for cyberbullying. A detailed analysis of the labeled
data is then presented, including a study of relationships between cyber-
bullying and a host of features such as cyberaggression, profanity, social
graph features, temporal commenting behavior, linguistic content, and
image content.
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